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1. Inform the recipient

Agree on sending a secure email in advance via regular email with the person to whom you
are sending the email. In this connection, also ask for their phone number, as you will need it
for the 7-Zip file password. Please also CC your message to kirjaamo@cancer.fi so that the
secure email can be directed to the right person.

The following are exceptions to this:

e Screening data, in which case Paivi Styrman receives the emails, and the advance
notification is sent to seulonta@cancerfi.

e Materials to be sent to Katja Lehtinen, in which case inform Katja directly.

After you have sent the secure email, send the 7-Zip file password to the recipient via text
message.
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2. Encrypt files using 7-Zip program

To encrypt the files to be sent with a password, use the 7-Zip program, which can be
downloaded for free at http://www.7-zip.org. If you are unable to install the program on
your computer yourself, please contact your organization's IT support.

Launch the 7-Zip File Manager. It should look like this:
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Double-click on the “Computer” section in the 7-Zip program and search for the folder

where the file is located. The view should look like this:
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Select the file you want to encrypt. In this example, it is “data_example.csv”. After making
the selection, click the green plus button that says “Add”.
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Next, the “Add to Archive” window will open. The settings should be the same as in the
“Encryption” section of the image below:

e Show Password: This allows you to see that there are no typos in the password
e Encrypt file names: This adds extra data security

Next, enter the desired password in the “Enter password” field. Choose a password that is at
least 15 characters long and contains both numbers and letters. Make sure the encryption
algorithm is AES-256 and click OK.

Add to Archive

Archive: K- temptemp_faolder,

data_example 7z e
Archive format: Tz e lpdate mode: Add and replace files e
Compression level: 5 - Momal " Path mode: Relative pathnames "
Compression method: * LZMAZ " Options
[ ] Create SFX archive
Dictionary size: * 16 MB e —
|__|Compress shared files
Word size: " 32 K [] Delete files after compression
Solid Block size: * 4GB e
Encryption
Mumber of CPU threads: * 12 " 12 Enter password:
Memary usage for Compressing:
1840 MB / 192 GB / 6987 MB 192GB v
Memory usage for Decompressing: 18 MB

Split to volumes, bytes:
B Show Password

Encryption method: AES-256 ~

Parameters:

B Encrypt file names

Options
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The 7-Zip program will create a new password-protected file called “data_example.7z”.

K:\tempitemp_folder', = O *
File Edit View Favorites Tools Help
=
e 'l
Add  Extract Test Copy Move Delete Info
.‘lf | Ktermphternp_folder, "
Mame Size  Modified Created Comr
data_example.7z 255 2024-11-2013:55 2024-11-2013:535
20 2024-11-2013:37  2024-11-20013:37

E@ data_example.csv
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3. Secure transfer of files to the Finnish Cancer Registry

Go online to https://safemail.cancer.fi/. Before you can send the encrypted message, you
must register your email address. Registration does not require any other information except
your email address.

The page should look like this (the page may also be in another language depending on your
browser's language setting):

o
Q Syopéjarjestot

CONFIDENTIAL MESSAGE e
- Send message

From | your e-mail address

B Micro Magic OyE. Al rights reserved.

Enter your email address in the required field and click “Continue”. Then you will see the
following view, where you need to click on the “Register” button.
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Q Syopéjarjestot

Send message - Registration m

CONFIDENTIAL MESSAGE e
- Send message

The use of this service requires registration. The e-mail address ||| 2= not been registered yet.

During the registration process, an e-mail containing a personal link will be sent to your e-mail address. You can access the secured
message service with this link. The link is valid for 10 days.

If your link is lost or no longer valid, you can request a new link by identifying yourself to the service again.

® Micro Magic Oy [7. All rights reserved.

You will receive confirmation that the registration was successful. Go to the email address
you provided, where the sending link will be sent. If you can't find the message in your
“Inbox” folder, check the “Spam” folder.
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The email message should look like this:

noreply@cancer.fi

Vastaanottaja:

Fl

Osoitteesi on rekisteroity palvelimelle safemail.cancer.fi salatun postin lahettdjaksi.

Rekisterdinti on voimassa 10 pdivaa.

Kayta alla olevaa linkkid salatun postin ldhettdmiseen.

S5V

Din e-postadress har registrerats pa servern safemail.cancer.fi for att skicka krypterade meddelanden,
Reqistreringen ar giltig i 10 dagar.

Anvand lanken nedan for att skicka krypterade meddelanden.

EN

Your address is registered on the server safemail.cancer.fi for sending secured mail.

The registration is active for 10 days.
Use the link below to send secured messages.

Jatka Palveluun =

Click on the “Jatka Palveluun” button, which will open the website for sending the message.
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The view should look like the one below. Select the desired recipient from the dropdown
menu. For files sent to the Finnish Cancer Registry, the recipient is usually “Kirjaamo -
Suomen Syoparekisteri”.

If you are sending materials related to screenings, select “Seulonta - Suomen Sydparekisteri”.

If you need to send materials directly to Katja Lehtinen, select “Katja Lehtinen - Suomen
Syoparekisteri”.

.
Q Syopédjiarjestot

New message m

From

To* | Kirjaamo - Suomen Sydparekister v| Mo

CONFIDENTIAL MESSAGE e
- Send message

Subject*

O Request read receipt

Message®

Attachment Add attachment

Choose Files {37 R EE m

& Micro Magmg. Al rights reserved.

Add a subject and a short mention of the submitted material as the message, along with any
additional information.

Select the files to be delivered and password-protected 7-Zip files by pressing the “Choose
Files” button. Then click on the “Attach” button. Finally, press the “Send” button, after which
you will receive confirmation that the message has been sent successfully.
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